L FISHER BitLocker To Go- Windows 7

COLLEGE Office of Information Technology

To protect sensitive data stored on USB drives, Microsoft Windows 7 features the
encryption feature called BitLocker To Go. To prevent data from being lost or stolen,
secure your USB drives using BitLocker To Go for Windows 7.

1. Insert the USB drive.
2. From the start button click on Computer.
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3. Right click on the USB drive and select

Turn on BitLocker from the dropdown menu. . ,'_”'- el Rt O
. Open
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4. BitLocker To Go will begin initializing your USB drive. Tun on Bitlocker..
The process will not destroy any data that is currently piatieridion
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5. BitLocker To Go will prompt you to set up a password that you will use to unlock the
drive.

() @ BitLocker Drive Encryption (E)

Choose how you want to unlock this drive

[F] Use a password to unlock the drive

Passwords should contain upper and lowercase letters, numbers, spaces, and symbaols

Type your password:

Retype your password
| [ Use my smart card to unlock the drive
' You wall need to insert your smart card. The smart card PIN will be required when you unlock the drive.
How do [ use these options?
=
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6. In the event that you forget the password, BitLocker To Go will prompt you to store a
recovery key. If you choose to store the recovery key, make sure that it isn’t on the
same drive that you are encrypting.

7. After creating a password and saving the recovery key, the encryption process will
begin. Click on Start Encrypting to begin the encryption process.

8. Once the encryption is (St e i
completed, a confirmation || <& Encryption of :is complete.
dialog box is displayed.
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Using a BitLocker To Go encrypted drive in Windows 7:

When you insert the encrypted USB drive in a Windows 7 computer,

r
~§ AutoPlay ==

you will be prompted to enter the password. Click on Unlock, select ‘
Open Folder to View Files and you will be able to access the drive ﬁ Removable Disk (E)
and its contents.

General options

Open folder to view files
 using Windows Explorer

%  Speed up my system
using Windows ReadyBoost

View more AutoPlay options in Control Panel

Using a BitLocker To Go encrypted drive in Windows Vista/XP:

When you insert the encrypted USB drive in a Windows Vista or XP
system, you will be prompted to install BitLocker To Go Reader.

,,_ﬁ Removable Disk (J:)

[T] Always do this for software and games:

Install or run program

A. Click on BitLocker To Go Reader and it will install and run the ;f.q&mammmw

Published by Microsoft Windows

appllcatlon . General options
Open fold? to view files
using Windows Explorer
B. From the BitLocker To Go Reader dialog box you will be B8 speed up my system

p: using Windows ReadyBoost

Set AutoPlay defaults in Control Panel

prompted to enter your password and click on Unlock.

C. From the BitLocker To Go Reader window, double-click on a file and you will be
prompted to copy the file to the desktop. You won't be able to open the file directly from
the USB drive.

|8y Bitlocker To Go Reader (1

Which files do you want to use?
Orag and drop files to this computer to vew them,
Name ° Date moddfied Type
Il s b Magle Reader 10/13/2008 1:52:46 PM Fie Foides
§i PCTrouble_Dec2001.29 4/3/2002 7:42:26 AM Compressed (apped) Foider
L Web dev questomnare.sp  5/21/2002 7:28:04 AM Compressed (spped) Foider
r y
BitLocker To Go Reader ==
Do you want to copy the selected files to the Desktop?
To use files you must copy them to this computer. You can also drag and drop
them directly from the BitLocker To Go Reader.
How.do [ use the Binacker To Go Reader?
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